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Abstract

The Internet and the proliferation of inexpensive com-
puting power in the form of clusters of workstations or PCs
provide the basic hardware infrastructure for business to
business electronic commerce in small and medium enter-
prises. Unfortunately, the corresponding software infras-
tructure is still missing. In this paper we show a way to
develop appropriate tools for electronic commerce by de-
scribing the approach we have taken in the WISE project
(Workflow based Interned SErvices). The goals of WISE are
to develop and deploy the software infrastructure necessary
to support business to business electronic commerce in the
form ofvirtual enterprises. The idea is to combine the tools
and services of different companies as building blocks of a
higher level system in which aprocessacts as the blueprint
for control and data flow within the virtual enterprise. From
this idea, the final goal is to build the basic support for an
Internet trading communitywhere enterprises can join their
services to provide added value processes.

1 Introduction

Historically, companies have found many ways to work
together in regard to suppliers, partnerships, customers,etc.
Typically, these ventures have taken place without computer
support: members of each company got together in a shared
space to work on a particular project. Only a few large com-
panies could afford the investment required to map these
commercial ties to an electronic infrastructure, which, until
recently, was usually based on expensive leased lines, main-
frames and ad hoc development. Even for these companies,
the expense could only be justified above certain levels of
trading, with partners who could also afford the infrastruc-
ture, and with whom cooperation would continue on a long
term basis [1].

Many of the barriers to access such technology have been
effectively eliminated by the Internet [2, 3], which offersa

relatively inexpensive communication medium and allows
to initiate business-to-business ventures in a much more dy-
namic manner. Nowadays, the remaining obstacle is the
lack of appropriate software infrastructure.

To address this limitation, the WISE project aims at de-
signing, building, and testing basic infrastructure for busi-
ness to business electronic commerce in the form of a work-
ing system capable of defining, enacting, and monitoring
virtual enterprise business processes, as well as support-
ing related coordination activities. Such infrastructurein-
cludes anInternet workflow engineacting as the underly-
ing distributed operating system controlling the execution
of business processes, a process modeling tool for defining
and monitoring the processes, a catalogue tool for virtual
enterprise services in which to find the building blocks for
the processes, and a collaborative multimedia communica-
tion environment. The project also incorporates in its design
considerations about security, quality of service, execution
guarantees, exception handling, high availability, and scal-
ability, as well as diverse other aspects related to WWW
based interaction, catalogue based information, catalogue
search, and communication frameworks. In this extended
abstract, we briefly describe the goals and most relevant
characteristics of the project. Due to the lack of space, we
limit ourselves to provide an overview of what we believe
to be the most innovative ideas in the project. We see these
ideas as crucial steps in any attempt to provide software sup-
port for e-commerce and, thus, the paper’s contribution is to
spell out all the key issues that need to be addressed in order
to provide a complete solution.

The paper is structured as follows. Section 2 presents
an example of the type of virtual enterprise to be supported
by WISE and the technical challenges to be faced when im-
plementing such functionality. Sections 3 to 6 describe the
main components of the WISE system. Section 7 presents
the current status of the development efforts and section 8
concludes the paper.
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Figure 1. Example of a virtual enterprise process

2 Motivation

In this section we first present a typical example of vir-
tual enterprise process to motivate the functionality we have
implemented and then discuss the technical challenges.

2.1 Virtual Enterprises

The WISE approach is based on the notions of trading
community, virtual enterprise, and virtual business process.
A virtual business process uses information and commu-
nication technology to allow a business process [18] to go
beyond the corporation boundaries. A virtual enterprise is
thus defined as an enterprise whose business processes are
virtual business processes. These virtual business processes
are constructed by combining the services provided by dif-
ferent companies. The set of companies working together
as part of a virtual enterprise is what we refer to as a trading
community.

As an example consider the scenario shown in Figure 1
(which has been implemented as part of the WISE project).
In this scenario, the trading community is formed by two
different departments of an insurance company and a loss
adjuster company. The insurance company defines a vir-
tual business process to handle insurance claims. In the first
step of the process, a clerk in the “claims department” re-
ceives the claim and collects all the necessary information
about the claim itself, the customer, the involved parties,

etc. This information is processed in the “policies depart-
ment”, which uses SAP as the supporting tool. In this de-
partment, the data provided is correlated with the informa-
tion available in the database, i.e., whether the customer is
up to date in payments, whether it is a case covered by the
existing policies, and so forth. Once this step is completed,
the information is forwarded back to the claims department
where the claim is classified, i.e., the specific type of claim
(burglary, flood, fire, car accident, damages by third parties,
etc.) is determined.

For the purposes of this example, we will consider only
two types of claims: burglary and fire. In case of bur-
glary, the claim is returned to the policies department where,
based on the police report, the total value of the objects is
calculated, the payment limit established and an estimate is
made of how much the insurance should pay. In case of
fire damage, the process is more complicated. To deal with
such cases, the insurance company resorts to a loss adjuster
company which will be the one responsible for making an
estimate of what needs to be paid. After the estimation is
completed, the payment is made, the corresponding records
updated (so that a customer is not paid several times for the
same claim), and the claim settled.

The interesting part of this example is the introduction of
the loss adjuster process as one more element of the overall
claim processing procedures, even if the loss adjuster is an
entirely different company. The key to the WISE approach
to virtual enterprises is to treat such interoperability prob-
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lems as process encapsulation problems where, as long as
there are well defined input and output parameters, the rest
can be treated as a black box.

In the example, the loss adjuster, who uses a workflow
engine to drive its business processes, provides an entry
point similar to an API which the insurance company can
invoke. Through this interface, the loss adjuster receivesthe
necessary data and triggers its own business process. This
process consists of checking the property, i.e., who is the
legal owner of a building, arrange a meeting with the client,
visit the damaged property, compare with similar cases or,
in case of major disasters like floods or earthquakes, deter-
mine what other sources of payment may need to be consid-
ered, and a cost estimate is made. The cost estimate is then
forwarded to the insurance company, which using a similar
mechanism can incorporate this step into its own business
process.

2.2 The technical challenge

The example above serves to illustrate the difficulties
that need to be solved in order to implement our notion of
virtual enterprise.

First of all, it must be pointed out hat this is not just an
interoperability problem. In fact, our experience shows that
interoperability is easier to address once the notion of vir-
tual process is in place, since it provides a much narrower
and well defined framework in which to develop a solution.
This is proven by the fact that we have had no problem in
linking different applications residing on different operat-
ing systems once the virtual business process had been de-
fined. We believe the real challenge in electronic commerce
is how to provide a complete solution. In our case, this
means to develop a software tool capable of supporting the
entire life cycle of a virtual business process. We see these
business processes as valuable assets which need to be not
only defined and enacted but also maintained, updated, and
monitored. Otherwise, the solution provided suffers from
the same drawbacks as current practices: development is
ad-hoc and costly, almost impossible to maintain, and lim-
its the applicability of electronic commerce to a very few
special cases. Moreover, we believe that what is needed is
a generic framework which can be used to develop virtual
business processes without a significant amount of expertise
or development cost. This framework should provide solu-
tions to non-trivial problems such as how a company incor-
porates the services of another as part of its own business
processes, how a company can advertise its own services
and make them available to other companies, or how a vir-
tual business process can be enacted and its execution mon-
itored, just to mention a few. Without these solutions, the
notions of virtual enterprise, trading community, and vir-
tual business process described above may be conceptually

appealing but become irrelevant for practical purposes.

2.3 Complete Solution

The WISE project is an integration effort with the final
goal of providing a complete solution. In order to do this,
there are four issues that need to be addressed:� How to provide a mechanism whereby companies can

advertise their services, other companies can look at
them and, finally, incorporate these services into their
own business process without requiring ad-hoc devel-
opment.� How to execute processes spawning several companies
and which, ultimately, may be entirely virtual in the
sense that no physical company is responsible for driv-
ing the main process.� How to keep track of such processes and provide the
same monitoring and analysis tools that exist for nor-
mal business processes.� How to establish a framework for context specific col-
laboration, i.e., one in which communication is not
based on point-to-point routing but based on the dy-
namics of the process execution.

The WISE architecture (Figure 2) is organized into four
components (definition, enactment, monitoring, and coor-
dination), each one of them with the role of addressing a
particular issue of the four listed above. Thus, theprocess
definitioncomponent allows virtual business processes to
be defined using as building blocks the entries of a cat-
alogue where companies within a trading community can
post their services. Similarly, theprocess enactmentcom-
ponent compiles the description of the virtual business pro-
cess into a representation suitable for enactment and con-
trols the execution of the process by invoking the corre-
sponding services of the trading community. Theprocess
monitoring and analysiscomponent is a tool keeping track
of the progress made in the execution of the virtual busi-
ness process and of the status of all active components in
the system. The information produced by these tool is used
to create an awareness model [10] used for load balancing,
routing, and quality of service purposes as well as, later on,
for analysis of the behavior of the process. Finally, theco-
ordination and communicationcomponent supports multi-
media conferencing and cooperative browsing of relevant
information between all participants in the trading commu-
nity using the information produced by the business process
as the main source for routing. It is in this sense that the
communication in the trading community is context based
since it is established on semantic information derived from
the execution of the virtual business process.
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Figure 2. The different components of the WISE project

In WISE, these four components are tightly integrated
reflecting an approach to electronic commerce based on
transparency and ease of use: the functionality of each com-
ponent must always be considered in relation to that of all
other components. While there is innovation in each indi-
vidual component, our measure of success is the degree of
integration of the system as a whole.

3 Process definition

In WISE, virtual business processes are constructed by
using the services offered by different companies as build-
ing blocks. Each one of these services can be a process in
itself although beyond providing the necessary interfaces,
the nature of these services is orthogonal to WISE. The vir-
tual business process integrates the services of the differ-
ent companies establishing the order of invocation, the con-
trol logic and the data flow between the participants in the
same way a workflow process orchestrates business mod-
els within a single corporation. To make this idea a reality,
there are two elements that WISE must provide. The first is
a mechanism for the participants to publish their services.
The second is a way to define a process based on such ser-
vices. For these purposes, WISE uses a WWW catalogue
and a business process modeling tool (Figure 3).

The WWW catalogue uses Java applet/servlet technol-
ogy to allow companies in the trading community to ad-
vertise their services and to “see” the semantics of the ser-
vices provided by other companies [19]. While a list of
mere “read-only” pointers would seem to suffice, in practice
companies need to understand the behavior of a service be-
fore they can incorporate it into their business process. The
catalogue, instead of just URL’s, contains objects encapsu-
lating the behavior of a each service. A Java version of a
business modeling tool supporting simulation and analysis
(see below) is then used to allow a company to see the ex-
act characteristics of each entry in the catalogue, not onlyin
terms of the steps it takes but also in terms of its functional
specification: cost, average duration, guarantees, require-
ments, side effects, etc. When a company wants to make
an entry in the catalogue, it specifies the service using the
modeling tool. This generates code that is inserted in the
catalogue and executed in the simulation and analysis tool
every time another company is interested in using the ser-
vice as a step within a virtual business process. Note that
the specification of the service does not represent additional
overhead. Such specifications are necessary independently
of the way the virtual enterprise is implemented.

From the catalogue, a drag and drop type of interface
is used to build the virtual business process. The tool we
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Figure 3. Process definition within WISE

use for process definition isStructware[15], a product of
IvyTeam, one of the partners in the project. Structware,
which is internally based on Petri-nets, supports not only the
modeling of business processes but also sophisticated anal-
ysis of its behavior (bottlenecks, average execution times,
costs, delays, what if analysis, etc.). This analysis capabil-
ity is the one used in the catalogue, but it can also be used
to analyze the behavior of the virtual business process once
it is constructed.

In terms of process definition, Structware supports the
standard flow control primitives of a workflow tool. It is
possible to define conditional branching, nested processes,
and assign additional information to each task within the
process. This last point is important from the point of view
of WISE since it allows to use this additional information
as the configuration information necessary to enact the pro-
cess. In this way, no additional interfaces are necessary. The
designer can define everything that is needed for the execu-
tion of the process using a single tool. Moreover, since the
tool is only a simulation tool and not an enactment tool, we
can incorporate as well the services posted to the catalogue
without having to worry at this stage about how they will be
invoked when the process needs to be executed. The nec-
essary invocation parameters are provided by the company
posting the service. This separation of service definition
and service enactment gives us the same advantages as the
separation of interfaces and code in modular and object ori-
ented programming. In fact, we see this entire procedure

as a form of high level, coarse grained programming. We
have successfully applied this idea of “workflow program-
ming” within WISE and other projects in order to provide
sophisticated language primitives not available in commer-
cial workflow tools. For instance, we can provide a com-
plete exception handling capability [14] with characteris-
tics similar to that of conventional programming languages.
Similarly, we have also developed an event handling mech-
anism that allows the introduction of asynchronous tasks in
the control flow as well as enabling inter-process communi-
cation [13]. This functionality is missing in current systems
and we consider it to be crucial in realistic environments.

4 Process enactment

The enactment of the virtual business processes is per-
formed by the WISE engine, which is based on work
done within the OPERA project [12, 5]. The WISE en-
gine extends ideas from workflow management [9, 6], and
uses known techniques for distributing this functionality
[23, 16, 7]. In addition, a considerable amount of extensions
have been introduced to make workflow a suitable foun-
dation for electronic commerce (for a different approach
to electronic commerce based on workflow technology see
[20]). Among them, there are three that deserve special at-
tention: security, quality of service, and execution guaran-
tees.

Given the nature of the data exchanged between the dif-
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ferent participants in the trading community, WISE incor-
porates the necessary security mechanisms in the form of
encryption of data for transmission over the network as well
as a complete set of authentication measures for both exe-
cution, access, and monitoring of the processes. Also, to
make the notion of trading community viable given the cur-
rent limitations of bandwidth, the WISE engine incorpo-
rates quality of service guarantees based on execution statis-
tics and network characteristics. Our current approach is
based on distinguishing different process categories. Each
one of these categories provides a different quality of ser-
vice. At the top,critical processes cause the system to use
a RSVP protocol (resource reservation protocol) to guaran-
tee the bandwidth necessary to maintain a given through-
put and response time.Importantprocesses, on the other
hand, cause the engine to use different techniques to guar-
antee certain maximum delays in the execution. While these
guarantees are not as strong as for critical processes, they
still allow to bound the time a process will be delayed. Fi-
nally, normalprocesses are executed in a best effort mode,
that is, without guarantees regarding possible delays. The
necessary information for reserving services and providing
guarantees is derived from the awareness model created by
the monitoring and analysis component.

Finally, the WISE engine also incorporates execution
guarantees, whereby a process is always guaranteed to fin-
ish in a consistent state either by removing all changes it
has introduced or by forcing it to terminate following a se-
quence of actions with a pre-determined outcome [21]. The
execution guarantees are based on the notion of spheres of
atomicity and isolation, which allow us to specify which
parts of the business process need to be made atomic for
recovery purposes and which parts of the process need to
be isolated from interferences of other processes. The no-
tion of spheres has proven to be very useful to formally
formulate the properties a process needs to meet in order
to guarantee correctness from a transactional point of view
[11, 8, 4, 17].

5 Process Monitoring

It is not reasonable to expect a virtual enterprise process
to execute blindly. Accordingly, WISE provides tools to
find out the status of any process in the system in order to
allow users to keep track and troubleshoot them when nec-
essary. In addition, process design is a difficult task. It is
also not reasonable to expect the designer to reach the best
possible solution at the first attempt. In particular, in virtual
enterprise environments it is difficult to foresee all possible
eventualities until some example runs are available. Pro-
cess design is an iterative procedure where WISE can be
of great help by providing accurate measurements of all the
characteristics affecting the execution of a process: over-

all duration, bottlenecks, relative duration of each task with
respect to the duration of the entire process, loads at each
participant site, deadlines missed, and so forth.

In order to provide this functionality, WISE incorporates
the necessary modules within the execution engine to keep
track of executing processes. In addition, it uses a history
space where information about all already executed pro-
cesses is stored and organized in a way that facilitates its
analysis. For displaying this information, we plan to take
advantage of the capabilities of Structware, which already
provides graphical user interfaces to display process execu-
tion information. In the same way that a Structware process
is compiled and translated into notation understandable by
the WISE engine, the information produced by the WISE
engine will be translated into the appropriate format to be
displayed using Stuctware’s interface.

Finally, WISE will also include an awareness model [10]
that will allow the engine to make decisions based on its
own status and that of the participants. This awareness
model is necessary for load balancing, increased availabil-
ity, conflict resolution, notification mechanisms, and the
handling of exceptions. It will also be used as the basis
for context based communications in which a participant
can request to exchange information with other participants
based on the roles they have played during the execution of
a given process.

6 Coordination

Unlike in conventional workflow engines, WISE will op-
erate in an environment where the different participants and
the different elements of the process are not necessarily ina
position to easily exchange information among them. Note
that, as the concept of trading community implies, each par-
ticipant could be not only on a different location but in an
entirely different company. It is nevertheless important for
the participants to be able to communicate in order to re-
solve the unavoidable inconsistencies and minor problems
associated with any process (Figure 4). An essential aspect
of this communication and collaboration is that it will be
context based. That is, a user will not necessarily ask to
communicate with a concrete person but, rather, with the
person who played a given role in the execution of the pro-
cess. If, for instance, there is a problem with some of the
process data (wrong insurance number, wrong address, in-
valid code, etc.), a participant may request to send a mes-
sage or to contact the person who introduced the data. It is
in this sense that the communication and coordination will
be context based.

To achieve this goal, WISE uses the results of the Co-
Brow (Collaborative Browsing in Information Resources)
project [24] to avoid having to develop the communication
infrastructure as part of WISE.
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Figure 4. Coordination and communications among the elemen ts of WISE

7 The WISE system

The first prototype of WISE includes the enactment
functionalityand a primitive form of monitoring, along with
interfaces to a variety of key applications such as other
workflow engines, SAP/R3, and commercial databases (Or-
acle, ObjectStore). The prototype shows the feasibility of
the ideas and provides an innovative solution to common
workflow problems. The first prototype is based on several
ongoing research efforts. In particular, the prototype com-
bines the OPERA process support engine [5] with Struct-
Ware, the commercially available process modeling tool of
IvyTeam. In addition, the prototype also incorporates capa-
bilities to inter-operate with several commercial tools such
as IBM’s FlowMark, SAP-R/3, and Oracle’s database man-
agement system, which has been done in part by incorpo-
rating results of past projects in the area of coordination of
CIM systems [22].

The current version of the prototype uses a simplified
version of the OPERA engine to drive the execution of
meta-processes in which individual tasks are processes de-
fined in commercial systems residing in different systems
(FlowMark and SAP-R/3) connected via Internet. The pro-
cess definition is done through StructWare, whose output is
processed and converted into OPERA’s internal representa-
tion for execution. Execution of the processes can be mon-
itored and controlled via a graphical interface showing the
progress of the execution and allowing to stop, resume, and

abort it at any time. The prototype can also cope with plat-
form heterogeneity: it transparently combines components
residing in UNIX, OS/2, and Windows-95 computers, both
its own components (Structware runs under Windows-95,
OPERA under UNIX, and the application agents in UNIX,
OS/2, and Windows-95) and invoked applications (which
can run under any operating system for which an applica-
tion agent exists). This is a crucial point as this is likely to
be the typical heterogeneous environment of a virtual enter-
prise.

In the future, we will also incorporate results from other
research projects such as CoBrow [24] (for the coordination
aspects) and IvyBeans [19] (for the catalogue).

8 Conclusions

In this paper, we have presented a basic infrastructure for
business to business electronic commerce. In this form of
e-commerce, different companies join their services to form
a virtual enterprise, which provides a business process that
can be executed over the Internet. WISE includes different
components to define, enact and monitor visual enterprise
processes, supporting also the communication and coordi-
nation between the participants.

WISE should be seen as an integration effort where sev-
eral known technologies as well as new ideas are being
brought together in order to provide a coherent technologi-
cal solution. We believe that, within WISE, not only the sys-
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tem and overall approach is novel but also that many of the
technology being developed to implement important func-
tionality of WISE is also quite innovative. We expect that
the results of the project will both enhance considerably the
scope of application and expressive power of current work-
flow systems and open up significant opportunities in the
area of electronic commerce. The WISE platform will also
constitute a good testbed in which to develop new ideas and
systems for electronic commerce without having to devote
a considerable effort to side issues such as execution, distri-
bution, or definition of processes.
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